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Airborne smuggling

Small aircrhifangglideHelicopter Drones
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The problem

Three levels in Architecture

. Operational
+ Already shown

e Fans

- . Functional

+ Detection of suspicious low flying small aircraft

.« Technical

* High background clutter * Unsuspected flights
+ Sensitivity + Natural objects

+ Radar/optical horizon * Birds
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ALFA Solution - Interoperability

Interoperability

Morocco
Guardia Civil

» . Guardia Nacional Republicana
-~ SIVICC
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ALFA Solution - Technology

Spain 1) Detect and classify ~ Morocco
2) Predict likely landing area Helicopter
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Swarm of drones~
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Microlight aircraft

GIS info
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Remote controlled aircraft
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Alfa Operational concept

© ALFA . SUBJECT TO RESTRICTIVE LEGEND ON THE FRONT PAGE

11 December, 2018 Advanced Low Flying Aircrafts Detection and Tracking




Key technologies

. Active radar
. Electro optical sensors
. Radio location / passive RF

GUARDIA CIVIL
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ALFA Concept

ALFA ALFA users Other users,
_ core e.g.
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ALFA sensors
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Sensors - radar
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SQUIRE radar

|
operator logging f——\\
radar data '

"

L
Q
<
o
[
z
o
o
L
w
T
=
=z
o
[a]
Z
Ll
o
Ll
—
w
2
=
o
o
[
(%]
Ll
o
o
=
[
O
Ll
E
[an)
]
%2}
<
L
—
<
©

11 December, 2018 Advanced Low Flying Aircrafts Detection and Tracking 15



Radar classifier

Radar
measurements
database ) -
” re-processin mappin b features classifier
> prep g pping J 'L extraction
Radar \. | :
simulations 1 i
database : :
1 i
1 i
1 i
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— pmmm \ TR
1 feature H | classification !

. . 1 . 1 .
Training ! extraction perf. | ! chain perf. i
set | evaluation i | evaluation i
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Electro Optical Sensor field tests

. Testing the detection and tracking phases
. Using real UAVs in order to test
. The performance of the algorithms in filed situations

Tilt =10

Detected
target

I

User interface
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T g —
Detect and track  Pan  —23.27
Tilt =17.12
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fps =11.7647

Zoom =1
Pan =-0
Tilt =10

B
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fps =13.1579

A Zoom =12
> A
Tracking  fan 3537
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Passive RF sensor
What is it?

. Detect emissions (LAN, GSM,
Control) from the platform (Drone,
aircraft)

. Detect reflections on the platform
from DVB-T or FM transmissions

ALFA site
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Processing

Two demo’s:

. Threat analysis
Not shown yet on the ALFA HMI

« HMI
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Landing site prediction tool. Diagram

Sensor fusion and classification Dynamic data:
Threat analysis Weather conditions
Wind conditions

Target
attributes
(speed,
trajectory, ect)

Static data: terrain, <
visibility, access —
statistical data g S

Visualization of most probable landing and drop off areas

Landing site prediction tool

Current landing site
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Landing prediction (Landing and drop off)

1. Static elements
+ Terrain is divided in areas
+ Weighed values based on: Access, visibility, terrain, time
of the day, lunar cycle, frequency of use, etc.
2. Dynamic elements
+ Extra data (user feedback)
+ Detection data (radar) and possible identification
+ Weather data (specially wind)
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Resulting prediction (I)

In “traditional PC”

. Final result will be a GIS with probabilities for the different areas
with separate predictions for

+ Landing DN AR 7‘§9§ 5.
3 o X ‘fr} N 2
+ Drop off 5 oy -7
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Resulting prediction (II)

In smart-phones

. Final result will be a GIS with probabilities for the different areas
with separate predictions for
+ Landing
* Drop off

. Additionally there will be:

+ Distance to the closest (as the crow flies)
+ Time of landing/drop off
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Demonstration ATL - A

(61 = 5
. In the south of Portugal,
on the Spanish border G e
. Early autumn 2019
. Open to end-users and poias m e
other interested parties
. Keep an eye on the ALFA website s ]

https://alfa-h2020.eu/ ., mm

Demonstration at VRSA area

(Cacela Velha) \ NP ..
Albufeiras. Faro
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Demonstration

. Scenario — 1 (Flight route)
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« Scenario — 2 (Drone route)

Fernandes T Aioero del Camino
Almodovar _
Aleoltim g
\ San Bartolomé [N-435 |
\ de la Torre
Landing -
o Marcos A J [ N-431 |
fa.Serra rea ( =3 Bollu
\1 | A-49 | del Ci
> Huel
{ Lepe ueiva A
\\I I =Eil
€1 ] | Isla Cristina
\ Punta Umbria
Guia | A22 | Tavira Mazagon
Albufeira

Quarteira Chozas de

Faro Olhao la Poleosa

Launchin
\/w_//ﬁ\

Advanced Low Flying Aircrafts Detection and Tracking




Vehicles

Airplane (light aircraft)
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Large UAV
(simulated by a ultra-light aircraft — max. 450Kg)

- Small UAV (30 to 40Kg)
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ALFA Grant Agreement No. 700002

"The ALFA project has received funding from the European
Union's Horizon 2020 research and innovation
programme under grant agreement No. 700002.”

If you need further information, please contact the coordinator:
TECHNIKON Forschungs- und Planungsgesellschaft mbH
Burgplatz 3a, 9500 Villach, AUSTRIA
Tel: +43 4242 23355 Fax: +43 4242 233 55 77
E-Mail: coordination@alfa-n2020.eu

The information in this document is provided “as is”, and no guarantee or warranty is given that the information is fit for any
particular purpose. The content of this document reflects only the author’s view — the European Commission is not responsible
for any use that may be made of the information it contains. The users use the information at their sole risk and liability.
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